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1.0 GENERAL INFORMATION 

1.1 System Overview 
The Prevention, Preparedness, and Response Program Application (SPILLS) is used to record key 
information about oil and hazardous substance releases reported to the Department of Environmental 
Conservation (DEC). Data from the application is used by the department for program management, 
budgeting and performance measures, Spill response planning and prevention, responding to public 
information requests, gauging the effectiveness of regulatory information, and identifying the need for 
new or strengthened prevention measures. 

1.2 System Configuration 
SPILLS is a Web-based application that connects to a central database.  It allows DEC employees to 
manage Spill data using Internet Explorer 9 or later on any Windows computer connected to the DEC 
intranet. 

1.3 User Access Levels 
User access levels are provided through a combination of authentication through the Division’s Windows 
Active Directory environment and a role management application (SPAR SEC) that was developed to 
manage roles in the SPILLS application.  Once users log on to the Division’s Windows environment no 
additional logon prompt will be necessary to open the SPILLS application.  The following roles have 
been defined in SPAR SEC: 

• Admin – Provides the ability to view/add/edit everything in the application 
• Editor – Allows a user to add spill records, edit all of the data (with the exception of some of the 

IPP Facilities data and enter/update loss of integrity (LOI) data 
• IPP Reviewer – Allows a user the ability to view any information in the application but can only 

edit the IPP Facilities information on the Cause/Source pane, and enter/update LOI data 
• A user with no assigned role will be able to view all of the application data and run reports but 

will not be able to edit anything 
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2.0 GETTING STARTED 
This section provides an overview of the application’s components and mechanics of key features used 
throughout the application. For best results, SPILLS should be run on Internet Explorer 9. The URL to 
run the application is displayed in a standard browser window. The application name is illustrated near 
the top, left of the screen. The user name shows at the top, right of the screen.  A link to the SPILLS User 
Manual is located under the user name. 
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2.1 Common Icons 

2.1.1 Clear Screen 
The “sweep” icon in the upper, right corner will clear the data in the fields that appear on the screen.  
 

 

2.1.2 Export 
The export icon in the upper right-hand corner of the application allows you to export records from the 
application and save them to your computer. 
 

 

2.1.3. Refresh 
The refresh icon appears at the top, right side of the screen. This enables you to refresh values from the 
database at any time. 
 

 

2.1.4 Add/View 
 
The add icon allows you to add new records to the different sections of the application. 
 

 

2.1.5 Delete  
 
The delete icon allows you to delete records from different sections of the application. 
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2.2  Data Fields 
The drop-down menus and text fields have descriptions inside them indicating the function of each field. 
Tool tips also appear while hovering over each field, displaying these same descriptions.  
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2.3  Entering Dates 
Dates are entered by clicking on the drop-down menu, then selecting a date on the calendar provided. To 
navigate to a prior month or the next month, click the arrows that appear on the top of the calendar next to 
the name of the current month. To select a day, click on any day displayed on the calendar. To change the 
year, click the desired year at the bottom of the calendar.  Dates can also be manually entered in the 
format mm/dd/yy. 
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2.4  Making a Selection from a Drop-Down Menu 
Drop-down menus are used to quickly and efficiently enter data. The fields that display a downward-
facing arrow indicate a drop-down menu. To make a selection, click the arrow inside the field, and then 
click on the desired selection from the list that displays.  
Drop-down menus include a filtering feature that restricts the list to all records that contain the text you 
type. For example, typing the letter “a” restricts the list to all records that contain the letter “a”. 
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2.5  Entering Data in a Text Box 
Fields that do not contain an arrow are text boxes. To populate these fields, type the desired data directly 
into the text box. 
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2.6  Sorting Columns 
The small triangles at the right of each column heading within the search results grid indicate whether the 
sequence is listed in ascending or descending order. Clicking on these columns will display the triangles 
and change the order.  
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3.0 SYSTEM FUNCTIONALITY 
This section describes the system functions and provides instructions on how to use these functions. 

3.1  Perform a Search for Spill Records 
From the “Home” tab, either click the “Search/Browse Records” button or click the “Search/Browse” tab 
at the top of the screen. 
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A search can be executed by selecting and/or entering criteria in one or more of the fields on the 
“Search/Browse” tab, or all records can be retrieved by leaving all fields blank and clicking Search. 
 
The “Search/Browse” screen will default to show fewer search options. Click the “More Options” button 
to expand additional search fields. When all desired search criteria have been entered, click the “Search” 
button at the top, right side of the screen, or hit the Enter key on your keyboard.  Please note that you may 
highlight more than one value in the search fields.  Click on the “sweep” icon to reset your search criteria. 
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The number of results displays at the bottom of the screen, below the search results grid. Records are 
dynamically loaded as you scroll through them, so as you page down in the grid, the system will load 
additional records and display a loading animation until they are returned.   
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3.2  Export Spill Search Results 
Perform a search for Spills. For information on searching Spill records, see section 3.1. 
 
In the top, right corner of the screen, click the export icon. This will export the search results list to 
Microsoft Excel, or a similar application.  
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A pop-up window appears giving you the option to either open or save the file. To open the list of search 
results, click the “Open” button and the list will open and display on the screen. To save the list of search 
results, click the “Save” button on the pop-up window. 
 

 
 
After you click Save, new buttons appear on the pop-up window giving you the option to either open the 
file or open the folder containing the file. 
 

 
 
NOTE: For more saving options, click the downward-facing arrow next to the “Save” button on the pop-
up window.  
 

 
 
 
NOTE:  Exporting a large number of search records can take several minutes, therefore if more than 
5,000 search records are returned, you will receive a warning message indicating that it may take several 
minutes to export a full list of records that meet the search criteria.  Please note that spills with multiple 
primary responsible parties, contributing causes, or substances may occur more than once in the export. 
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3.3  View Spill Details from Search Results 
In the search results grid, double-click anywhere on the row containing the Spill that you want to view. 
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The “Spill Details” screen appears, displaying details of the selected Spill. To view the facility location 
and cause/source information of the Spill, click on the blue title bars labeled “Facility Location” and 
“Cause/Source” respectively.   
 
NOTE: By default, the Spill details will be read-only and cannot be modified. To edit a Spill record, click 
Edit in the upper right-hand corner of the record, or see section 3.6. 
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3.4  Print a Spill Record 
From the “Spill Details” screen on the “Spill Details” tab, click the “Print Record” button at the top, right 
corner of the screen. 
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A new tab opens with a printable version of the record.  To save the report, click on the save icon and 
select the type of file that you wish to save the record as.  Click on the print icon to print the record. 
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3.5 Add a New Spill Record 
From the “Home” tab, click the “Add New Record” button. 
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The “Spill Details” tab opens, displaying a blank form on the “Spill Details” screen. Enter the new Spill 
information in the fields provided.  
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NOTE: Because the “Spill Date”, “DEC Staff” and “Facility Name” and “Location” (located under the 
“Facility Location” pane of Spill Details) are mandatory fields, the application prohibits you from adding 
the Spill to the database without this information.  
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3.5.1 Enter Spill Management Data 
The “Spill Details” tab will open with the “Spill Management” section expanded. Use the drop-down 
menus and text boxes to enter data associated with the Spill in the following fields: 
 

• Spill Number 
o This field will automatically be populated with a unique numerical value once the “Add” 

button has been selected. 
• Spill Name 

o Enter a descriptive name for the Spill in this text field. 
• Spill Date 

o Select the date the Spill occurred in this calendar drop-down menu.  
• Spill Time 

o Select the time the Spill occurred. The menu options in this drop-down menu list times in 
15-minute increments and are clearly labeled with either an “AM” or “PM” suffix. This 
drop-down menu also allows you to type in the time as a 24-hour format (e.g. typing 
17:15 will automatically convert to 5:15 PM upon tabbing or clicking out of the field).  

• Report Date  
o Select the date the Spill was reported in this drop-down calendar. 

• Report Time 
o Select the time the Spill was reported. The menu options in this drop-down menu list 

times in 15-minute increments and are clearly labeled with either an “AM” or “PM” 
suffix. This drop-down menu also allows you to type in the time as a 24-hour format (e.g. 
typing 17:15 will automatically convert to 5:15 PM upon tabbing or clicking out of the 
field).  

• File Number 
o This is the file number associated with the spill.  It is a formatted numeric field, and it 

converts entries to the format of xxx.xx.xx.  The File Number is used by the Northern 
Response Team. 

• DEC Staff 
o Select the name of the DEC staff project manager for the Spill from the list of names 

provided in the drop-down menu. 
• DEC Response 

o Select the “maximum” level of response conducted by the DEC (e.g. Took Report) from 
the list of options in this drop-down menu. 

• Ledger Code 
o Enter the ledger code associated with the Spill in this text field.  This field must either be 

an eight-digit numeric entry, or left blank. 
• Clean Up 

o This checkbox indicates whether or not the Spill has been cleaned up. Clicking directly 
inside the box makes the checkmark appear and disappear with each click.  

• Case Closed Date 
o If the case is closed, select the date it was closed from the drop-down calendar provided.  

This field only appears if the Clean Up field is checked; this field becomes greyed out if 
the Clean Up field is not checked. 

• Comments 
o Enter any comments pertaining to the Spill in this text box. 

• Primary Media 
o Select the primary media in this drop-down menu. Use the checkboxes in the adjacent 

field to indicate any secondary media that was affected. 
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3.5.1.1  Enter Affiliate Data 
With the “Affiliates” sub-tab on the “Spill Details” screen selected, click the green “+” on the right side 
of the section. 
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A new row will appear in the “Affiliates” section. Double-click on the Role and Contact field to make a 
selection from the drop-down menus provided.  After entering a value for the Role and Contact fields, the 
Type and Subtype field will auto-populate, as long as the pre-existing contact has a Type or SubType pre-
defined.  The first row of the Affiliates section is assigned as the one and only Primary Responsible Party.  
A specific role may only be assigned to only one contact, per spill. 
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3.5.1.1.1 Add a New Contact to Affiliate Data 
Under the “Affiliates” sub-tab, select the affiliate entry you want to add the contact to. Then, click the 
“Add Contact” button on the right side of the section. 
 

 
 
The “Add Contact” pop-up window appears. Enter the details of the new contact, and then click the “Add 
Contact” button at the bottom, left side of the pop-up window. The only field that you are required to 
enter is either Last Name or Company.  Clicking the “Exit” button will erase all previously-entered 
contact data and redirect you back to the “Spill Details” screen in edit mode. 
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Upon clicking “Add Contact”, a confirmation pop-up window appears indicating that the contact was 
successfully added. 
 

 
 
The new contact now appears under the contact column in the selected affiliate. 
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3.5.1.2  Delete Affiliate Data 
With the “Affiliates” sub-tab on the “Spill Details” screen selected, click on the row containing the 
affiliate you want to delete. Then, click the red “X” on the right side of the section. 
 

 
 
The row is then removed from the Affiliates sub-grid. 
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3.5.1.3  Enter Substances Data 
With the “Substances” sub-tab on the “Spill Details” screen selected, click the green “+” on the right side 
of the section. 
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A new row will appear in the “Substances” section. Double-click on the field under each column to select 
data from the drop-down menus provided and enter values into the text fields. By default, the first 
substance entered will be designated the primary substance for the Spill record. To change the primary 
substance, click inside the checkbox under the “Pm” column of the row containing the substance you 
want to designate as primary. 
  
NOTE: Business rules dictate that a “Substance” and a “Unit” must be specified, and only one substance 
may be designated as primary. The “Rel” column represents the Quantity Released and, by default, will 
be set to zero unless you change it. The “Pot” column represents a quantity that could potentially be 
released. According to business rules, the quantity released or the potential must be greater than zero. The 
“Cont” column represents the quantity that is contained, and “Rec” represents the quantity recovered.  
The same Substance Type and SubType combination is not allowed to be entered more than once in this 
section. 
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3.5.1.4  Delete Substances Data 
With the “Substances” sub-tab on the “Spill Details” screen selected, click on the row containing the 
substance you want to delete. Then, click the red “X” on the right side of the section.  Please note that you 
will receive an error message if you attempt to delete a row that is designated as the primary substance; a 
row must be marked as non-primary before it can be deleted.  
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3.5.1.5  Enter Clean-Up Data 
With the “Clean-up” sub-tab on the “Spill Details” screen selected, click the green “+” on the right side of 
the section. 
 

 
 
A new row will appear in the “Clean-up” section. Double-click on the field under each column to select 
data from the drop-down menus provided, and enter data into the text field.  
 
NOTE: Business rules dictate that an “Action” and a “Staff Name” and a “Clean-Up Date” must be 
specified. In addition, a “Clean-Up Date” and “Due Date” cannot be before the Spill date specified at the 
top of the Spill Management section, and a “Clean-Up Date” and “Due Date” cannot be after the “Case 
Closed Date,” which is also located at the top of the Spill Management section. 
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3.5.1.6  Delete Clean-Up Data 
With the “Clean-up” sub-tab on the “Spill Details” screen selected, click the row containing the action 
you want to delete. Then, click the red “X” on the right side of the section. 
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3.5.1.7   Enter Spill Site Data 
On the Spill Site tab, you can enter the specific location information about the spill site, including 
latitude, longitude, collection date, accuracy, datum, scale, and collection method for the spill.  A Spill 
Site Description field allows you to enter specific information about the spill.  If information is not 
manually entered in this Spill Site tab, the location of the spill will default to the location of the facility.  
Spill-level location information can be edited later, without altering facility-specific location information. 
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3.5.2 Enter Facility Location Data 
To enter the location information of a Spill, click on the blue title bar labeled “Facility Location” and the 
section expands. Use the drop-down menus and text boxes to enter the location data associated with the 
Spill entries in the following fields: 
 

• Area 
• SubArea 
• Region 
• Location  
• Facility Name 

 
Many fields, including the GIS Information fields, will auto-fill based on the Facility Name selected (if 
the facility has GIS data associated with it). After entering all of the data, click the “Add” button at the 
top, right side of the Spill Details section to save the Spill record to the database.   
 
NOTE: A Facility Name must be specified to successfully add and save a Spill record.   
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3.5.2.1  Add a Facility 
Under the “Facility Location” section, click the “Add Facility” button at the right side of the screen. 
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The “Add/Edit Facility Information” pop-up window appears. Enter the details of the new facility in the 
text boxes and make selections from the drop-down menus provided. Then, click the “Save” button at the 
bottom, left side of the pop-up window.  If editing, follow the same procedures as Add Facility, except 
click on Edit Facility. 
 
NOTE: “Facility Name” is a required field. If “Latitude” or “Longitude” is entered, then “Horizontal 
Datum” must be provided. The Latitude must be a positive number between (and including) 50 and 74. 
The Longitude must be a negative number between (and including) -180 and -130, or a positive number 
between (and including) 173 and 180.  If Latitude is entered, Longitude must also be entered.  When you 
enter values in either the Decimal Degrees fields or the Degrees and Decimal Minutes fields, values will 
automatically populate the other respective fields. 
 

 
 
 
Upon clicking “Save”, a confirmation pop-up window briefly appears indicating that the facility was 
successfully added. 
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3.5.2.2  Edit a Facility 
Under the “Facility Location” section, click the “Edit Facility” button at the right side of the screen. 
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The “Add/Edit Facility Information” pop-up window appears. Modify the details of the facility in any of 
the editable text boxes or using any of the drop-down menus provided. Then, click the “Save” button at 
the bottom, left side of the pop-up window. 
 
NOTE: A red “Modified” notification appears at the top of the screen indicating that you are in edit mode 
and have modified the corresponding section.   
 

 
 
Upon clicking “Save”, a confirmation pop-up window briefly appears indicating that the facility was 
successfully updated. 
 

 
 
Please note that if you do not click Save after making changes to any sections of the record, you will 
receive a warning if you attempt to click onto another tab.  Click No to return to the Spill Details tab and 
save any changes made.  Clicking Yes will discard any unsaved changes made on the Spill Details tab. 
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3.5.3 Enter Cause/Source Data 
To enter the cause/source information, click on the blue title bar labeled “Cause/Source” and the section 
expands. Click the green “+” icon in the middle of the screen in the “Cause” section. 
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A new row will appear in the “Cause” section. Double-click on the fields under each column to select 
data from the drop-down menus provided.  Under the drop-down menus, a Cause Note may be entered in 
the text field for each cause listed in this section. 
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By default, the first cause entered will be designated as the primary cause of the Spill record. To make a 
subsequent entry the primary cause, select the desired entry, and then click the “Make Primary” button at 
the top, right side of the “Cause” section.  The Cause field must be specified before a cause may be 
assigned as a Primary Cause.  The Primary Cause field will be updated after a new cause that has been 
assigned as Primary Cause. 
 
NOTE: Business rules dictate that one cause must always be marked as the primary cause if there are any 
causes entered. 
 
Enter the Facility/Source data for the Spill on the right side of the screen by making selections from the 
drop-down menus provided and entering information in the text fields provided.  Please note that Facility 
Subtype is a mandatory field if the Facility Type has any Subtypes associated with it; the Facility Subtype 
field will be blank and non-selectable if the Facility Type selected does not have any Subtypes associated 
with it. 
 
Please refer to the Enter IPP Facilities Data subsection of this manual for more information about entering 
data in the IPP Facilities section. 
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3.5.4 Delete a Cause Type 
To delete a Cause Type, highlight the row containing the record you wish to delete, and then click on the 
delete icon.  
 

 
 
The deleted record will be removed from the Cause sub-grid. 
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3.5.5 Enter IPP Facilities Data 
Enter the IPP Facilities data for the Spill at the bottom of the screen by clicking inside the checkboxes and 
making selections from the drop-down menus provided. Use this section if you know or suspect that a 
spill has occurred at a regulated facility. 
 
The behavior of this section is directly related to the assigned role of the user (see section 1.3) who is 
currently logged in.   

• A user with just the “Editor” role can edit all of the data except the “Spill Reviewed by IP” 
checkbox. Once the “Spill Reviewed by IP” checkbox becomes checked, then the entire “IPP 
Facilities” section becomes disabled for Editors.  

• A user with just the “IPP Reviewer” role can edit all of the data except the “Submit for IP 
Review” checkbox. The fields that the IPP Reviewer can edit never become permanently disabled 
(just disabled when in “View” mode). 

• Users with the “Administrator” role always have the ability to edit all of the IPP Facilities data. 
• When a user is logged in with only IPP Reviewer credentials (i.e. not Editor or Administrator as 

well), then the “Save” button for the Spill record is labeled “Submit Review”. 
• When a user checks the “Submit for IP Review” checkbox, the “Regulated Facility” checkbox is 

automatically checked as well.  A review can be triggered by checking “Submit for IP Review.”  
In addition, a subset of some Facility Types, Facility Subtypes, and Facility Locations also 
automatically trigger a review. 

• When a user unchecks the “Submit for IP Review” checkbox, all of the other “IPP Facilities” 
fields are reset (with the exception of the “Spill Reviewed by IP” checkbox). 

• When a user with the “IPP Reviewer” role unchecks the “Regulated Facility” checkbox, the “IPP 
Facility Type”, “IPP Facility Name”, and “Regulated Component” fields are all reset. 

• If a user enters a value for “IPP Facility Type”, the “IPP Facility Name” becomes required and an 
error message appears when trying to save if the “IPP Facility Name” field is blank. 
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3.5.6 Adding the New Record  
After entering all of the data, click the “Add” button at the top, right side of the screen to save the Spill 
record to the database. 
 

 
 
You will receive a confirmation when the spill record has been successfully added. 
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Save the record by clicking Save. 
 

 
 
You will receive a confirmation when the save is successful. 
 

 
 



 
 

ADEC SPILLS Database Application User’s Manual  Page 3-43 
 

3.6 Edit a Spill Record 
Locate the desired Spill record to update. For instructions on searching and viewing Spill records, see 
sections 3.1 and 3.3.  Click the “Edit” button at the top, right side of the “Spill Details” screen.  
 
NOTE: Only authorized personnel have the ability to edit and update Spill records and will see an “Edit” 
button.  
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Upon clicking the “Edit” button, “+” icons appear throughout the screen and many fields change from 
read-only to editable. Update any editable field, and then click the “Save” button at the top, right side of 
the screen. 
 
NOTE: Once a change occurs, a red “Modified” notification appears at the top of the section.  
 

 
 
You will receive confirmation when the save is successful. 
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3.7 Loss of Integrity 
This section enables users to enter and edit loss of integrity data for Spills that are currently in the system. 
Users that are assigned the “Editor”, “IPP Reviewer” and “Administrator” roles are all permitted to enter 
and edit loss of integrity data. 

3.7.1 Entering Loss of Integrity Data  
To enter loss of integrity data, the Spill must already be added to the system. For more information on 
searching Spill records or adding a new Spill, see sections 3.1 and 3.3.  
 
With the desired Spill selected (see section 3.2), click the “Loss of Integrity” tab at the top of the screen. 
By default, this tab will yield empty fields. To enter loss of integrity data, click the “Enter Data” button at 
the top, right side of the screen. 
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Upon clicking “Enter Data”, the details of the selected Spill automatically populate some read-only fields 
in the “Case Information” section, and many fields change from read-only to editable. 
 
Enter the loss of integrity data using the text fields and drop-down menus provided. Then, click the “Add” 
button at the top, right side of the screen. 
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Upon clicking “Add”, a pop-up window appears, confirming that the loss of integrity data was 
successfully added. 
 

 
 
NOTE: When selecting “Final Submitted for Data Entry” under the “Status of Review” section at the 
bottom of the Loss of Integrity tab, a number of additional business rules are triggered before the data can 
be finalized and several validation errors occur if required fields have not been specified.  
 

 
 
To successfully close the loss of integrity data, review and correct any validation errors listed in the error 
message. 
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3.7.2 Editing Loss of Integrity Data  
To edit the loss of integrity data of a Spill record, select the Spill containing the loss of integrity data you 
want to edit. For more information on searching and viewing Spill records, view sections 3.1 and 3.2.  
 
Click the “Loss of Integrity” tab at the top of the screen. The loss of integrity Spill data will be displayed 
on the screen in the text fields and drop-down menus. Update any editable field, then click the “Save” 
button at the top, right side of the screen. 
 
NOTE: Once a change occurs, a red “Modified” notification appears at the top of the section.  
 

 
   
Upon clicking “Save”, a pop-up window appears, confirming the Loss of Integrity record was 
successfully updated. 
 

 
 

3.8 Admin 
This section allows users with the assigned privileges to delete Spill records within the database. Click the 
“Admin” tab at the top of the screen.  
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3.8.1 Delete a Spill  
To delete a Spill record from the database, enter the Spill Number of the Spill you want to delete in the 
field provided on the “Admin” tab. Then, click the “Delete Spill” button.  The Spill Number is a required 
field. 
 

 
 
Upon clicking “Delete Spill”, a confirmation pop-up window appears, displaying some of the details of 
the Spill. To delete the previously-entered Spill, click the “Yes” button at the bottom of the pop-up 
window. Otherwise, clicking “No” will redirect you back to the “Admin” tab and the Spill will not be 
deleted.  
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Clicking “Yes” will yield a new pop-up window, confirming that the Spill record was successfully 
deleted. 
 

 
 
NOTE: Users without administrator privileges will not have the authority to delete a Spill and will see the 
“Delete Spill” button disabled.    
 



 
 

ADEC SPILLS Database Application User’s Manual  Page 3-52 
 

3.9 Reports 
The Reports section on the “Home” tab enables users to run available reports on the SPAR_SQL Server 
Reporting Services (SSRS) server. From the “Home” tab on the main menu, click the “Reports” button. 
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Upon clicking “Reports” you will be redirected to the SPAR_SQL Server Reporting Services, which 
displays a list of links to available reports. Click on the icon or title of the desired report you want to run. 
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NOTE: For more options, click on the black downward-facing arrow that appears when hovering over 
each report link.  
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Upon clicking the link, the selected report will open in the browser window with various exporting and 
printing options available. 
 

 
 
Some reports (e.g. bean count reports) may require data parameters to be entered before a report can be 
viewed and the screen will yield empty data fields. When this occurs, enter the parameters using the text 
fields and/or drop-down menus provided, and then click the “View Report” button at the top, far right 
side of the screen. 
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